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1 Introduction

Abstract I _ . :
Navigational aids have been integrated into a breade of

Concerns over the accuracy, availability, integri;md safety-related applications. For example, a reeenident
continuity of Global Navigation Satellite SystemGNSS) report described the standard navigational aidoard a
have limited the integration of GPS and GLONASS fdishing vessel equipped for a crew of three, thiaskided: a
safety-critical applications. More recent augrmaéinh radar, an echo sounder, a watch keepers’ alarm and
systems, such as the European Geostationary Newigatutopilot. The fishing vessel also carried two Gbi&ters
Overlay Service (EGNOS) and the North American Widind a GPS receiver (Maritime New Zealand, 2004)e Th
Area Augmentation System (WAAS) have begun to asldresubsequent investigation found that the vessel had
these concerns. Augmentation architectures burdtle aground because the skipper had not set waypouttidd
existing GPS/GLONASS infrastructures to supportatammn- instead been using the cursor on one of the GPt&epao
based services in Safety of Life (SoL) applicatiohduch of keep an informal note of course and position. tBilmariners
the technical development has been directed bytraific and drivers have placed undue confidence in GPS and
management requirements, in anticipation of the emdBLONASS applications (Johnson, Shea and Holloway,
extensive support to be offered by GPS Il and I&ali 2008).

WAAS has already been approved to provide vertical

guidance against ICAO safety performance criterea@ fSecurity concerns have also limited the integratbitGNSS
aviation applications. During the next twelve ity we into safety-related applications. It is relativelasy to jam
will see the full certification of EGNOS for SoL plcations. low powered GPS transmissions. First generation
This paper identifies strong similarities betwede safety infrastructures lack authentication mechanisms.is Tiakes
assessment techniques used in Europe and Northidemethem vulnerable to spoofing through the broadcdstake

Both have relied on hazard analysis techniques exvel
estimates of the Probability of Hazardously Mislegd
Information (PHMI). Later sections identify sigig#nt
differences between the approaches adopted incagiph
development. Integrated fault trees have beeeldped by
regulatory and commercial organisations to consideth
infrastructure hazards and their impact on nonipi@t
RNAV/VNAV approaches using WAAS.

signals or through rebroadcast of valid GNSS sgnather
problems stem from the inherent inaccuracies witfist
generation satellite-based navigation systems &hyhrand
Atencia Yepez, 2010). These arise from satelléengetry.
For example, if all the satellites are closely gred together
then the benefits of differential signal processindl be
reduced. Gravitational forces create subtle charigethe

In contrastprbit of the satellites within a GNSS constellatiddultipath

EUROCONTROL and the European Space Agency hageors arise when the signals arriving at a receiame
developed a more modular approach to safety-casfliected from large structures including buildings
development for EGNOS. It remains to be seen vendtie Atmospheric effects are also important. Radio wsasa@n be
European or North American strategy offers the tgsta considered to travel at the speed of light in owpace.

support as satellite based augmentation systemsused
within a growing range of SolL applications from lway
signalling through to Unmanned Airborne Systenihe key
contribution of this paper is to focus attention the safety
arguments that might support this wider class afaiion
based services.

However, this is reduced in the ionosphere (80-4@)0khere
the ionizing effects of solar radiation form lay¢hsit refract
electromagnetic waves from satellite transmissiong&ach
GNSS message exchange helps to synchronize theaese
clock. However, clock inaccuracies lead to anreof@round
2 meters with an additional 1 meter being due tmding and
calculation problems. Relativistic effects cais@ when
GPS satellites move at more than 12,000 km/h veldt the
receivers. Time also moves more slowly in stronger



gravitational fields and satellites are exposedatanuch
weaker gravitational force than earth-bound reasive

Regulators have responded to these concerns binglsicict
limits on the use of GNSS in safety-related appitices. The
International Civil Aviation Organization’'s (ICAOhave
drafted Required Navigation Performance paramateierms
of:

e Accuracy. How correct is the position estimate;

* Integrity. The largest position error that might arisgervices.

without detection;

2. Safety-Assessments for GNSS Infrastructures
The Probability of Hazardously Misleading Infornaati
(PHMI) is an important metric for the certificatioof
augmentation systems (Blanch, Walter and Enge, )200/is
measures the likelihood that the information comediin a
navigation message leads to a position error lathen a
particular error bound, known as the protectionelevhe
Safety of Life (SoL) user can then assess the thisk the
accuracy falls below the threshold and hence cgmthem to
determine whether or not it is ‘safe’ to rely oncdtion
For instance, the FAA maintains that ABAwill
alert aircrew within 6-8 seconds, depending onahiborne

« Availability. How often can the systems be used withiquipment, whenever the input signal for positigrtiecomes

the desired levels of Accuracy and Integrity;
e Continuity.
commenced can be completed.

In North America, the WAAS Satellite Based Augméiota

unusable. The PHMI must be less than 1E-07 for the

The probability that an operation oncepecified vertical and horizontal protection levedSAA,

2010). Figure 1 provides an overview of the vasisources
of error in SBAS architectures, including signaloes from
the space based components through to hardware and

System has already been approved to provide vertisaftware failures on the ground based segmentgigafibns

guidance against these criteria in aviation appboa.

must be introduced to ensure that the SBAS infnagire

During the next twelve months, we will see the fullemains within the PHMI limits established by tlegulators.

certification of EGNOS for SoL applications. Thaléwing

paragraphs, therefore, use these architecturdsigtrate key
concepts behind the safety of augmentation basegSGiNat
provide a stepping stone to next generation arctuites,
including Galilieo and GPS IllI.

EGNOS uses a network of approximately 40 grountiosts
and 3 geostationary satellites. The ground stat@mmpare
known information about the time and their locatieith the
signals received from the satellites
measurements. This information is collated byr fomaster
stations that broadcast corrections using the gtosary
network. End users then apply these correctioriedation

2.1 Analysing Error Distributions

The safety assessment for SBAS architectures leasdréven
by a need to over-bound, range error distributionds
mentioned, EGNOS and WAAS rely on ground statiams t
estimate satellite ranging errors that are thend use
broadcast corrections to mobile users. These daynsc
cannot easily anticipate errors that have a diffenmpact on
the fixed ground stations compared with mobile esdrs.

to derive rerrdhe SBAS, therefore, also broadcasts confidencéslion

navigation accuracy that try to over-bound thesss le
predictable errors. End-users apply this inforamatto
calculate an ‘error buffer’ around their estimatedation.

information derived from the GPS or GLONASS netwgorkThe calculation of the confidence interval fallsointwo

The net effect is to improve accuracy from 17-2Qtarse to
around 2 meters in the augmented approach. Catytirsu
supported by the use of redundancy; each of the rfaster
stations rotates from being active to serve aseeitiot or
cold-back-up. The WAAS architecture exploitsiaikar
combination of ground stations and satellite cdioec
broadcasts with similar improvements in horizontaid
vertical accuracy.
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signal errors
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Fig, 1: Integrity Threats to SBAS (Ack: Fernow, 20®)

different tasks. First, it is necessary to identfg core of the
error distribution that represents possible biaseter routine
operations. Secondly, it is necessary to identiy tails of
the distribution. These small probabilities argha order of
10-7 (Rife, Walter and Blanch, 2004). They repnese
receiver dependent errors that are the resultssfpeedictable
effects including ionospheric and tropospheric grais,
radio interference etc.

Computing range error distributions is complicalbsda lack
of operational data. Regulatory organisations hthaerefore,
commissioned studies to gather evidence aboutdhe and
the tails of the error distributions experienced dyation
users. Further problems arise because it is loadistinguish
between different sources of error in direct obagowns.
This is necessary to determine which hazards camduicted
during particular operational conditions. If a smiof error
can be anticipated then mitigations can be intreduto
exclude it from the PHMI. The WAAS PHMI cannot be
averaged over conditions that are unknown but emmsbr
repeatable over time (Blanch, Walter and Enge, 200n
addition, the WAAS teams used analytical techniqtes
characterise the tails of the error distributidrhis introduced
elements of subjectivity; domain experts had taiide the



threat mechanisms that could contribute to low phility RAIM techniques can, however, be introduced by éimel
events. The limited amount of direct data meardt ttusers of EGNOS and WAAS services. Reliabilitytdesmre
extrapolation was used throughout the analysis. he Tconducted in real time on the aircraft to validatgellite
resulting threat models covered ionospheric errosgnals against model predictions. Detection, fifieation
tropospheric delays, multipath issues etc. Thentmin was and Adaptation procedures can be used to locatiersuand
to place a bound on the worst case impact of ttiesats and anomalies in the range measurements that may tleen b

to assign probabilities to them. excluded or used to indicate problems in the catedl
position. From the users’ perspective RAIM seggican be
2.2 Risk Assessments directly integrated into existing navigation sysgenThey can

In addition to the position and range errors fraeeomdary also assist pilots to plan around periods of reduG&SS
effects, such as tropospheric gradients, it was atsessary availability. In critical phases of flight, suels an approach,
to identify the failure modes that might affect W8Aand the pilot needs to be informed of such inaccuraagsoon as
EGNOS architectures. These included software lasgsell possible so that they can determine whether otaperform
as hardware/processor failures for the ground bassibns. a go-around manoeuvre etc (Oliveira and Tiberid832.

In both the United States and in Europe, Failured&to

Effects Analysis was used to support hazard ideatibn. 2.4 WAAS and Process Based Safety Assurance

Fault Trees then helped to assess mitigations. reThee, The application of risk assessment and mitigatemhniques
however, contrasts between the safety assessmehbdse has been supported by process based approachgstéms
used in both projects. For example, the EGNGAfety. This was embodied within the Safety Asscea
development team took steps to mitigate human ®rteat Requirements Process (SARP) of the WAAS programme.
might lead to a loss of integrity (Johnson and AtarYepez, The SARP was supported by the application of a eanfy
2010). The WAAS team did not explicitly includeprocess based standards, including RTCA DO-178Bese
maintenance failures within their systems levelltfatee assurance processes were developed in responserlier e
analysis; “WAAS design is such that the WAAS operand criticisms from the US Government Accountability fioé
maintainer cannot cause HMI” (Fernow, 2005). Ehdask (2000) . The GAO identified a need for greateresujsion
assessments were supported by the static analy$$illl and audit across the WAAS initiative. = The requiemts
algorithms. These studies identified a number bhtthe process provided guidelines for the peer and eateaviews
EGNOS team termed ‘feared events’ and the WAAS pggouthat were intended to ensure the system archigctund
called ‘system threats’ (Fernow, 2005). Threadsis and design mitigated the PHMI related hazards. Theikputs
detection algorithms were developed for each offilzards. to SARP were documents including, but not limited the
These were then used to drive an estimation ofr thdetailed plans that described how various softwanel

contribution to the PHMI. hardware standards would be applied within the gutoj
They also included specifications, requirements dadign
2.3 Receiver Autonomous Integrity Monitoring documents for sub-systems and the meta-level acthital

Receiver Autonomous Integrity Monitoring (RAIM) prides components as well as system safety assessmemnigpnent
techniques for mitigating many of the hazards twat arise implementation guides, system integration docuntiams
for GNSS architectures. Europe Aviation Safety Wge and the outcome of acceptance testing (FAA, 2005).
(EASA) requirements AMC 20-4 and JAA TGL10 as wa|
the International Civil Aviation Organization’s (KD’'s) A series of assertions were developed to charaetdyoth
Performance-Based Navigation (PBN) Manual, Doc 9618ernal and external failure modes within the WAAS
have encouraged the use RAIM when satellite bagstdéres architecture.  External assertions stemmed frolmakitity
provide primary navigation aids. RAIM detects fauiltith requirements for the GPS infrastructure.  Theseewaf
redundant GNSS measurements. Additional signalsaba obvious concern not only to the FAA but also to
not used in calculating the receiver’'s locatiory, fiosstance EUROCONTROL and the European Space Agency (ESA) as
from other satellites arrays, are used to confiha fixes they sought to develop EGNOS on top of the same GPS
derived from the main system. In the Galileo #@etdture, architecture. The exchange of WAAS information whbo
RAIM techniques can be used to exclude data frollteas common failure modes had to be mediated with the US
that provide unreliable signals. This is not, tyblg, possible Department of Defence via an Interagency Forum for
in augmentation systems that have less control dkier Operational Requirements (IFOR). The internal risses
underlying satellite networks. EGNOS and WAAS assundentified by the WAAS teams included proprietary
fault free performance from the GPS/GLONASS cotsieh information. This related to the implementati@chniques
in calculating the protection level. In the cagseEGNOS, used by contractors. Proprietary concerns, thezgfireated
these satellites are outside the control of the édliate some additional barriers to the exchange of intgdeissons
infrastructure operators. However, the systemrasse and between WAAS and EGNOS.
monitoring techniques described in previous sestioffer a
level of confidence that justifies the omissiorR#AIM within  The process-based approach to safety assurancen wligh
these SBAS core architectures. WAAS programme used a wide range of additional
techniques. The analysis of the PHMI algorithmasw
supported by an assessment of input-output rektips for



the processors used within the ground based segmenhhis was an inevitable consequence both of theegiing

Timings were verified using latency analysis. Thdsverse
analytical techniques were essential given theamek on
software components and stochastic systems th&t ootibe
‘completely’ verified using exhaustive testing tajues.

One of the most significant differences betweenBEbheopean
and North American approaches was the degree exjriation
between the infrastructure safety assessmentshmse that
were developed at the application level.
worked with ESA to introduce a degree of separabetveen
these complementary activities. In contrast, th&AF
supported a more bottom-up approach in which thee a

close integration between the safety assessmentshen European Skies requirements.

infrastructure and those that guided the developmEimitial
aviation applications. Raytheon drove the
infrastructure analysis that led to the identificat of the
assertions, mentioned in previous paragraphs. €These

then used to support the development of more detall

application-level fault trees. These diagrams wéren

reviewed by the FAA and their subcontractors. The precision approaches approaches.
. - . . . (Prepared by: ESSP). (Prepared by:

reliability analysis focused on non-precision, lrate Individual ANSPs)

Navigation (LNAV) and Vertical Navigation (VNAV)

approaches.LNAV approaches tend to involve ‘non- EGNOS Infrastructure Safety Case

precision’ incremental descents rather than follmna fixed
glide slope with electronic slope guidance dowm tecision
altitude.
greater than or equal to 36 meters with a PHMésd than 1 x
107 per hour.

The drafting of fault trees that capture both isfracture and
application hazards

The LNAV accuracy required by the FAA sva

reflects close cooperation é&etw

nature of the augmentation systéwt also arguably was a
consequence of the influence exerted by critical GAO reports.
These had urged closer oversight and cooperatieansorre
the delivery of usable systems within the WAAS pesgme
(GAO, 2000). In other work we have reviewed the
unintended technical consequences of such politaad
administrative interventions (Johnson, 2009). cdntrast, the
European initiatives developed a more modular aggro

EUROCORPNIR based around safety cases. This was intendedhdifsi the

future application of EGNOS to a wide range of ajgtions.
The safety case structures the technical docunemtétat
demonstrates compliance with both ICAO and the H©IS
Figure 2 shows haw th
EGNOS safety arguments have been separated intyasev

initialomponents.

Application Safety Case 1:
Eg SES integration for en-
route approaches to non-

Application Safety Case 2:
Eg Localizer Performance
with Vertical Guidance

Part A:
Design, Development and
Deployment
(Prepared by: EC, ESA etc).

Part B:
Operations and
Maintenance
(Prepared by: ESSP).

Figure 2: Overview of the EGNOS Safety Case Structure for
Air Traffic Management

WAAS infrastructure developers and system integsatopart A: EGNOS Design Safety Caseexplains why the
The hazard analysis for LNAC and NVAN approachegstem has been ‘designed, developed and deplaged’

directly supported SBAS avionics development folloyv
DO-229C, TSO-C145/146. A similar approach waspaeid
during the development of SBAS localizer perforneamgth
vertical guidance (LPV). These rely on GNSS reasivat
airports without Instrument Landing Systems. Rilaise

manner compliant to ICAO Standards and Recommended
Practices (SARPS). This part was coordinated ey EC
with support from the European Space Agency asléhd
body in the initial design of the EGNOS architeetur It
resembles many elements of the internal and exteafaty

WAAS to descend under vertical guidance to decisi@Rsessments developed during the initial WAAS @nogne.

altitudes as low as 250 feet above the runway.
illustrates a further important feature of WAAS d®pment.
‘In service’ experience has been used to justigngfes in the
safety assessments. In March 2006, some three gftarghe
initial LPV certification, the FAA extended its aion
down to decision altitudes as low as 200 feet abtine
runway.

EGNOS and the Role of Safety Cases

Previous sections have identified the similaritiest exist in
the safety assurance processes behind both the BEGMO
WAAS SBAS programmes.

is Th

Part B: Operations Safety Caseprovides further arguments
and evidence to show that the EGNOS system will be
operated and maintained to meet the requirementtifebd

in Part A. The commercial operator for the augraton
system, European Satellite Services Provider (ES$P)
responsible for this component of the supporting
documentation. Elements of this safety argumentarered
within the internal safety assessments for the USA®
programme. The EGNOS Part B safety case also hoitd
monitoring techniques that resemble those used amthN

Both have used processdbaggnerica. Operational studies continue to providiel@nce of

techniques that are consistent with existing awmticonformance to ICAO Required Navigation Performance

development standards to structure the integrasfomodel
based analysis with limited operational data. Heeveit is

The in-space  monitoring was  coordinated
EUROCONTROL, firstly by reviewing the existing EGI$O

by

possible to identify significant differences in tapproaches datasets and then by harmonizing the aggregatiothef

that have been adopted in Europe and North Ameriga.we
have seen, there was a tight integration betwefeastnucture

available performance data. Their concern was ingplg to
demonstrate performance levels using optimal eqgeirbut

and application development within the US programmg assess integrity, availability etc replicatingrainimally



equipped’ aviation user at different locations e EGNOS
service area (ESA, 2009).

Application Safety Cases.
arguments that the EGNOS infrastructure will beeatably

safe for integration within European Air Traffic Magement.

Additional safety cases are then required for eatlthe

applications that are built on top of this architee. ESSP arguments used for the two underlying

are responsible for developing safety arguments shpport

template and instead construct their safety argtsndinectly
on top of the safety cases developed by ESA andPESS

Parts A and B provide theFigure 3 raises further concerns. The developmemtoalular

safety cases implies that any underlying weaknesses
EGNOS parts A or B will be propagated into the agtions
that depend upon them. ANSP X and Y must trust th
levels. The
architecture illustrated in Figure 3 assumes thmt SBAS

the integration of EGNOS information during en-muthazards will be adequately addressed by argumeraris A

operations and non-precision approaches. Theo&ieach
application safety case is to demonstrate thatarget level
of safety can be met. This is done by demonstgatiat the
safety of EGNOS applications will be at least egiént to
those GPS-based operations that have already ppeovad.

or B. However, it may also be possible to intragluc
additional protection into the application levefetg cases.
This will be difficult when many of the hazards aglsked in
lower levels of the argumentation structure maybevisible
to the engineers working on end-user developmeiihe
WAAS approach avoids some of these concerns bedhase

The EGNOS approach can also be illustrated by LPdme contractors helped to develop safety argunfenthe

approaches. As mentioned, these are similarngestional
Instrument Landing Systems (ILS) with the additedrlGNSS
receivers. Within the EGNOS certification processs the
responsibility of individual Air Navigation Servideroviders
(ANSP) to develop the safety cases that justify tise of
these technologies for particular approaches. s Mhistrates
a second explanation for the modular approach addpy the
European application of SBAS within Air
Management.
Procedures and technical infrastructures provideditéerent
member states create particular problems in deirglop
single safety argument that could be used acrbsat@bns.

Application
Safety Case 2.1:
Localizer
Performance with
Vertical Guidance
approaches.
(Prepared by:
ANSP X)

Application Safety
Case 2.2:
Localizer

Performance with

Vertical Guidance

approaches.
(Prepared by:
ANSP Y)

Application
Safety Case 3:
Localizer
Performance
with Vertical
Guidance
approaches.
(Prepared by:
ANSP 2)

Application Safety
Case 1:

SES integration for en-
route approaches to
non-precision
approaches
(Prepared by: ESSP).

Application Generic
Safety Case 2:
Localizer Performance with
Vertical Guidance approaches.
(Prepared by:
EUROCONTROL)

EGNOS Infrastructure Safety Case

Part A:
Design, Development and
Deployment
(Prepared by: EC, ESA etc).

Part B:
Operations and
Maintenance
(Prepared by: ESSP).

Figure 3: EGNOS Safety Case Sructure

There is a danger that member states may use istemsand
potentially contradictory arguments in their vagosafety
cases. There is no guarantee that hazards mdidgateone
ANSP will be addressed in the same way by a neigtibg
service provider. EUROCONTROL have,
developed a generic argument for Approach Procsduith

Trafficconcepts that support augmentation systems.
Differences between the Standardafpgr significant

thereford)frastructure operators and end users.

infrastructure and applications.

There is a danger that the safety managers whdagetiee
arguments used to justify higher level applicationay not
accurately understand the evidence or constraias limit
claims about the safety of underlying infrastruetur There
is some confusion amongst GNSS users about thgriityte
dreiates
concerns when the properties of those
implementations have a profound impact on religbili
attributes. These communication problems weremiged
during WAAS development because the GAO reportgdirg
closer and closer integration between infrastrgctand
application development. External and internaleggmns
were accurately embedded within the integrated WAZBt
trees. The boundaries between safety argumentsetdem
as clear as they might seem in Figures 2 and Jrdctice, it
is likely that the generic and application levelfesa
arguments will make reference to evidence usedowet
levels of the infrastructure safety cases. Thesis concerns
about common vulnerabilities where the refutatioh e
particular non-functional requirement or assertioould
undermine safety arguments across all of the coewtsn
illustrated in these high-level architectures.

A final area of concern for both the WAAS and EGNOS
approaches is that SBAS are intended to suppoitl@ renge
of applications.  The previous development of these
infrastructures  has been tailored towards aviation
applications. In consequence, many of the concenes
consistency in the case of EGNOS and of modulaeitige in
the case of WAAS can be overcome through a myriad o
personal, professional and regulatory connecti@taden the
The sigxtnonths
will see the extension of EGNOS support to SoL @ppibns

Vertical guidance (APV) using EGNOS. This highdev Well beyond the aviation examples cited in this rap It

safety case is intended to provide a template fember
states and is illustrated in Figure 3 (Johnson Atehcia
Yepez, 2010). Individual service providers, shaagnANSP
X and ANSP Y, must instantiate the generic safetsecfor
their own operating environment. Figure 3 alsoveh that
other Service Providers, illustrated as ANSP Z, meggct the

remains to be seen whether the threats and haztres,
constraints and assertions that have informed iegisafety
arguments will be adequately considered by endsuger
everything from rail transportation through seaactl rescue
applications to the process industries. The EGN&%
infrastructure will only enter into service duritige second



half of 2010. We, therefore, lack direct operagioavidence
about the commonality and differences between Hfety
arguments required in different application domaihsis
difficult to determine whether or not the safetgaments will
be different between various Air
Providers. Previous studies have shown thatifgignt

Further problems stem from the maintenance of gpjat
interfaces between modular safety cases when apiplic
concerns may rely on detailed timing issues inuhéerlying
infrastructure.

Navigation Service
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